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Four Disruptive Factors to Consider

• Global Supply Chains

• Open Source Software

• Open Innovation Models• Open Innovation Models

• Social Networks 

2



The iPhone Supply Chain:  Designed in U.S., 

Made in Asia
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How is NASA developing new ideas?: 

Open Source collaboration via Second Life
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What is P&G’s New Model for Innovation?: 

Connect and Develop (C&D) Globally
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What’s the Next Step for Social Networks?
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So what’s really behind these factors?

• Moore’s Law:  exponential processing power growth

• Metcalfe’s Law:  new networks, new sources of value

• Gilder’s Law:  exponential bandwidth growth

• Returning to Coase’s Theory of the Firm (1937)
– Transaction costs for collaboration are falling rapidly with the rise 

of Internet-based networksof Internet-based networks

– The new small business is global and net-centric

– …as are today’s non-state bad actors (terrorists/proliferators)

• How should governments respond?
– “No matter who you are, most of the smartest people work for 

someone else.” -- Bill Joy, Sun Microsystems co-founder (1990)

– Are more D.C.-based programs the answer?
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What do we do about it?  

A few thoughts
• Public-private info-sharing networks:  Detect threats and ostracize private 

sector bad actors through public-private collaboration
– “It takes networks to fight networks”, John Arquilla, Networks and Netwars:  

The Future of Terror, Crime, and Militancy

– Local and private sector partnerships (e.g., NYPD’s Operation Nexus)

• Negative incentives:  Internalize the security externalities of globalization 
– The potential role of insurance (Estimating Terrorism Risk, RAND, G. Woo)– The potential role of insurance (Estimating Terrorism Risk, RAND, G. Woo)

– Can strict liability complement regulatory approaches?

– Increasing vigilance through institutional reputational risk awareness

• Positive incentives:  Use prizes and fast lanes to recognize private sector 
excellence in technology transfer and international security best practices 
– Prize-based innovation models:  Ansari X Prize, Netflix Prize

– Fast lanes:  Flyclear, Customs-Trade Partnership Against Terrorism (C-TPAT)
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